
Global communications 

network monitoring 

for high efficiency, 

quality of service 

and fraud detection.
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Real-time traffic analysis at the E1 level

• Data collection at different network levels 

(GMSC, MSC, and BSC)

Quality of Service evaluation (In-service Non-intrusive 
Measurement Device, ITU-T P.561)

• Analysis of transmission quality parameters

Real-time monitoring of subscriber activities

• Roaming analysis (MAP protocol)

Real-time Fraud Detection and Blocking

• Call-Back, Blue Box, and other in-band fraud

• Clone-detection activities

• Roaming fraud
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Real-time traffic analysis at the E1 level

• Signaling monitoring on local, transit and gateway

switches 

Quality of Service evaluation (In-service Non-intrusive
Measurement Device, ITU-T P.561)

• Analysis of transmission quality parameters

Fax Quality analysis

• According to ITU-T E.45x

Real-time Fraud Detection and Blocking

• Call-Back, Blue Box, illegal landing and other in-

band fraud

N E T - C  F O R

F I X E D N E T W O R K S

Net-C is an in-service, non-intrusive monitor-

ing system that interfaces to telecommunica-

tion networks at the E1 level. The system

assists network managers in obtaining and

maintaining high network efficiency, optimiz-

ing investment, measuring quality of service

and reducing revenue loss due to fraud or

network abuse.

Net-C is independent of the network equip-

ment and is external to the network it moni-

tors. This ensures both data collection at

strategic nodes even during peak hours and

uniformity of data from the whole network.

B A S I C

F U N C T I O N S

Net-C monitors the signaling during the set-

up, connection and release phases of a call to

assess Quality of Service and detect network

abuses. In particular, Net-C’s distributed

architecture, modularity and open system

features make it easily adaptable to different

applications and requirements. Net-C can be

customized easily to suit national implemen-

tations of standard signaling systems.
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F U N C T I O N A L

D E S C R I P T I O N

Data collection
Peripheral Units provide simultaneous moni-
toring of a number of E1s, collecting and
decoding signaling information, alarms and
in-band information.

Triggered by the set-up and release phases of
the calls, Net-C Peripheral Units can monitor
the connection phase, where a conversation
or a fax or data transmission takes place, in
order to:
•get detailed information on traffic activity, 
•assess the quality of the service being car-

ried by the connection,
•detect voice band signals that can mean

network abuses.

Net-C applications support both channel
associated (CAS) and common channel (CCS)
signaling systems and are easily customizable
to different national implementations of stan-
dard signaling systems.

Net-C can also monitor application protocols,
such as MAP protocol. The system can then
detect fraudulent calls and monitor customer
activities in home and visitor networks. The
data is organized into Call Detail Records
(CDRs). The information contained in the
CDRs can vary with the specific application.

System functions are completely automatic
and user intervention is not required for nor-
mal operation. Once a Peripheral Unit is con-
figured, it becomes completely autonomous,
storing the collected data until the Central
Unit polls it. The data is then transferred for
consolidation and analysis.

Call-based monitoring
Data collected from Portable Units can pro-
vide detailed information on traffic activity.
Each call or call attempt is checked, and net-
work monitoring is performed non-intrusively
on live communications.

Collected data includes: 
•date and time
•Stream ID (or OPC and DPC)
•Timeslot or CIC ID
•call direction (incoming or outgoing)
•call duration (time between IAM and REL

messages)

•conversation duration (the time between
ANM or CON and REL messages)

•seizure type (subscriber, national, interna-
tional)

•call origin (ISDN or non-ISDN)
•ISDN user part (requested, preferred or not

requested)
•echo control device indicator (present, not

present)
•redirection information (present, not present)
•A number (with address presentation

restricted indicator and screening indicator)
•B number delay (between last digit and the

first subsequent message)
•setup delay (between IAM and the first 

message on the call outcome)
•end of dialing (not received, undifferentiated,

free, busy, or wrong number)
•answer (not received, not qualified, charged,

not charged)
•release cause value (for CCS7 ISUP and

TUP) and location (e.g. user, public network,
transit network)

•calling party’s category (e.g., national opera-
tor, ordinary calling subscriber, calling sub-
scriber with priority, ...)

•called party’s category (ordinary, pay phone)
•call category (e.g., voice 64 Kbit/s, fax group

2/3, fax group 4, ...).

CDRs are presented to the operator through a
Windows interface, using different methods
at different levels to fulfill each user’s analy-
sis requirements.
•Call Records provide for analysis at the indi-

vidual call level. Complete Call Detail
Records (CDRs) are displayed containing the
detailed information for each call as meas-
ured by the Peripheral Units.

•Maps present a global view of network per-
formance, giving a topological representa-
tion of the monitored network in terms of
nodes and the connections among them. For
example, depending on the values of the fax
indexes, you can have a color change indi-
cate the status of a specific connection.

•Graphs and histograms give a different view
of the information presented in the call
records and maps.

Quality data analysis and storage
Data from the Peripheral Units is processed
by the Central Unit to obtain information
about the state and performance of the net-
work. Depending on the type of quality analy-
sis required and on the signaling system in
use, the reports contain different kinds of
information according to ITU-T P.561, E.45x.

INMD information for both conversation
directions (according to ITU-T P.561)

•speech activity factor
•active speech level
•psophometric noise level
•echo loss
•speech echo path delay
•one-way transmission
•PCM coding error
•PCM threshold violation
•front-end clipping
•double talk

Fax quality information 
(according to ITU-T E.45x)
•error correction indication
•non-standard requirement
•transmission resolution
•protocol speed
•calling fax ID
•called fax ID
•calling fax manufacturer
•called fax manufacturer
•number of pages transmitted
•initial speed
•speed reduction indication
•cut-off indication
•phase in which the cut-off occurred
•image degradation indication 

(from RTP and RTN messages)
•efficiency rating (100% when all the pages

are transmitted at the initial speed)

Data can be displayed as call records, 
maps, graphs and histograms.

International signaling

systems supported by

Net-C are:

• CC7 ISUP

• CC7 TUP

• R2

• C5

• BSSMAP/DTAP 

(A-interface)

Q U A L I T Y O F S E R V I C E
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Signaling Analysis

E1 streams Interface

Speech channels monitoring

Per call based monitoring

Fraud 
detection
and blocking

Fax 
quality
analysis

INMD
measurement

Other 
applications

Traffic 
and call 
completion

Net-C detects and, if necessary, blocks fraud
activities:
•Call-Back and Blue Box
•“clone” activities
•roaming fraud

Call-Back and Blue Box
Call-Back and Blue Box frauds are typically
carried out using DTMF signaling starting from
the answer or from the end of dialing. Net-C
can detect this event and, if required, block the
fraudulent call by clearing the voice link.

To avoid this countermeasure, service
providers normally offer access to Call-Back
service via the operator at an additional cost.
Net-C can fight this type of fraud by blocking
the outgoing booking calls. Once the trigger,
the number corresponding to the Call-Back
service provider, has been detected, it is added
to a blacklist, and all calls to that destination
are suppressed by the Net-C system.

The system elaborates statistics of Call-Back
and Blue Box calls: number of fraudulent calls,
percentage of total number of calls, average
duration, and other statistics based on destina-
tion and origin.

Clone activities and roaming frauds
Net-C can also be used to detect and block
telephone fraud in the wireless network. 

In the analog wireless environment, Net-C can
use CDR information to detect clone activities
such as unauthorized simultaneous calls origi-
nating from the same cellular telephone num-
ber. Net-C can generate alarms in case of sus-
picious behavior, such as long calls or calls
originating or terminating on a blacklisted
user terminal. It can also block fraudulent
calls by clearing the voice channel.

In the GSM environment, Net-C is able to
monitor the MAP protocol, which is the 
protocol used to exchange roaming informa-
tion between GSM operators. With this infor-
mation, the system can detect fraudulent
activities in real-time, such as calls by 
unauthorized users.

The Net-C advantage in fighting mobile fraud
is the detection and blocking of fraudulent
activities in real time, allowing operators to
immediately reduce revenue losses. Net-C is
the ideal complement to fraud management
systems based on traffic profiling.

Net-C monitors 

the signal 

during set-up, 

connection 

and release 

phases of a call.

A global view of network performance can be provided
through maps, giving a topological representation of the
monitored network in terms of nodes and the connections
among them.

R E A L T I M E F R A U D D E T E C T I O N

A N D B L O C K I N G
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A R C H I T E C T U R E

Net-C is modular and scalable for maximum
flexibility. System configuration ranges from
small standalone units to a fully distributed
system.

The main building blocks are:
•Peripheral Units connected to the network

under observation
•Remote Control Units for local management

and data collection from the Peripheral
Units (optional)

•Central Unit to collect and analyze data from
the Control Units or Peripheral Units and to
display network information to the users.

Peripheral Units are connected to the
telecommunications network through protect-
ed monitoring points or at the Digital
Distribution Frame (DDF) level with T con-
nectors that provide high impedance connec-
tion. Where intrusive monitoring is required
for fraud blocking, measurement cards are
inserted in series with the stream.
Nonetheless, the insertion is guaranteed to
safeguard continuity — even in case of equip-
ment fault — as well as assuring that the sig-
nal is not significantly distorted or attenuated.

The fully distributed system contains Remote
Sites connected to the Central Unit by a
TCP/IP WAN.

The Central Unit provides temporary storage
of information and management of the local
Peripheral Units.

The Central Unit is a UNIX PC (SCO UNIX
System V OS and Oracle® relational database)
based on a Client/Server configuration.

User site client is a Windows® 95 computer
connected to the Central Unit by WAN/LAN
networks.

Net-C, a Modular System
The Net-C system can be upgraded and
expanded in several ways, from a standalone
transportable unit to a networkwide multi-site
and multi-user system. Your system can grow
from entry level to a complete system, pre-
serving the hardware investment of the initial
installation.

At the peripheral level, you can increase the
number of monitored streams by simply
adding interface boards into available slots or
adding more Peripheral Units. In the same
way, you can upgrade measurement capabili-
ties by means of additional measurement
boards.

The system can also grow by upgrading the
software and adding new application boards
to the existing installation.

WAN

WAN WAN
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U N I T

The minimum configuration of the Net-C is 
a single Transportable Unit, which integrates
the functions of one Peripheral Unit and one
Central Unit. The Transportable Unit has dif-
ferent configuration capabilities than the
Peripheral Unit, but it uses the same applica-
tion boards and software. It has seven slots 
for interface and application boards, a CPU
board, and a power supply at -72 to -38 VDC.
It includes a notebook computer acting as a
local controller that provides a simplified 
version of the Central Unit interface.

Portability
The unit can be moved to sites as needed, but
can also be part of a distributed system when
controlled by a remote Processing Unit.

User-Friendly Interface
The Windows-based user interface provides
easy access to the information, as well as the
possibility to post-process data through com-
mon graphical and spreadsheet applications.

Easy installation
Once you connect the unit to the streams and
configure it, you can rapidly collect real-time
information on the network for:
•traffic analysis
•quality analysis
•fax measurements
•voice-quality information
•fraud and network abuse detection
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Central Unit
The Central Unit comprises one UNIX server
with an Oracle database and one or more
Windows clients, providing:
•management and control of all Peripheral

Units and Remote Control Units
•collection of system-wide measurement

records
•elaboration of network-wide information

based on individual site data
•data presentation to the user
•interfaces to other applications

Remote Control Unit
The optional Remote Control Unit is a rack-
mounted UNIX PC, providing:
•management and control of Peripheral Units
•collection of local measurement records

Peripheral Unit
The Peripheral Unit provides:
• E1 links interface (monitor or drop-insert)
• signaling analysis
• speech analysis
• traffic monitoring
• fax protocol analysis
• INMD measurements
• roaming monitoring
• fraud or Call-Back detection and blocking
• evaluation and storage of elementary 

measurement records

The Peripheral Unit is a 19" VME card cage
with 13 slots for the following interface and
application boards:

Demux board
The Demux board provides the interface to the
2 Mb/s PCM E1s. It is equipped with a CPU
running the signaling analysis software and
DSPs to analyze the tones over the voice band.
The monitored signaling systems are both
channel associated and common channel for
voice streams.

Depending on the specific signaling system
and application, the Demux board can inter-
face to up to eight complete E1s (in INMD
application to monitor voice streams). If addi-
tional voice-band measurements and analysis
are required, the Demux board can decide to
pass the voice channel to other application
boards, like Fax Monitoring and INMD
boards. For roaming monitoring, the Demux
board is coupled with a PowerPC board that
provides the required processing power.

Stream Interface board
The Stream Interface board provides function-
ality similar to the Demux board on a single
bi-directional stream per board, but with the
additional capability of being inserted in
series with the streams, thus allowing, for
instance, the blocking or disturbance of ongo-
ing fraudulent activities. The Stream Interface
board is designed for maximum reliability
when connected to the network in a drop-
insert mode.

Fax Monitoring board
The Fax Monitoring board performs fax 
quality evaluation through analysis of the
V.21 T.30 protocol between Group 3 machines
according to ITU-T E.45x standards. This
board works in combination with Stream
Interface and Demux boards to gain access 
to the relevant fax connection.

INMD board
The INMD (In-service Non-intrusive
Monitoring Device) board performs all the
measurements specified by the ITU-T P.561
recommendation for the evaluation of voice
transmission quality over in-service live traffic.
Like the Fax Monitoring board, the INMD
board works with Stream Interface and
Demux boards to gain access to the relevant
channel where a conversation is ongoing.

Scanner access module 

The E1s can be connected directly to the
Demux or Stream Interface boards or can be
optionally interfaced by means of a Scanner
access module. The Scanner module imple-
ments a switch matrix with a selectable com-
bination of inputs and outputs. The Scanner
access module can be configured from the
Central Unit through an interface that allows
easy setup of calendar schedules.
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